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Issues Facing the Society and the Most Pervasive Crime of the Future
As discussed in the chapters of the book, Future Crimes, the most important issues that are facing society today are the issues surrounding the people's use of the internet and the risks that come with it. The digital era has presented a lot of conveniences to people in terms of making payments, accessing information, interact with each other, as well as conducting business. Many things have been made possible by the use of the internet which is fascinating and helpful in many ways. However, the exponential growth of internet use is also leading to an exponential growth of online crimes (Goodman, 2015). As discussed in chapter 10, organized crime is one of the problems that is facing the society today as a result of the application of the internet to the perpetration of organized crimes such as kidnapping, drug dealing, robbery an even murder. Before the innovation of the internet, organized crime was only basic in the sense that the criminals operated in a manner that was easily traceable and countered by law enforcement agencies such as the police and the Federal Bureau of Investigation. However, with the coming of the internet, organized crime has transformed to cybercrime which is very difficult trace and catch the perpetrators of such crimes (Goodman, 2015). A good example is the Innovative Marketing syndicate which used the internet to come up with a strategy of extorting money from people by exploiting their fear for computer viruses. Through the warnings that were sent to computers claiming that viruses had infected the computers, the users clicked the most likely option of removing the threat which led them to a website requiring them to purchase the Windows Defender. The scenario of the Innovative Marketing syndicate shows how criminals can use our digital way of life such as the internet to cause harm and extort money from us by exploiting our fears of computer viruses.
Technology makes crimes more efficient because it makes it possible for criminals to do in-depth research and get clear information that can help them to perpetrate criminal acts against innocent people with accuracy and without fear of being caught (Yar & Steinmetz, 2019). Online crimes have escalated in the digital era and day-by-day criminals are becoming more difficult to catch as more ways of perpetrating their crimes are innovated every day. Today, a criminal can conduct smartphone research of various prominent people and stage a hijack in an airport without the victim suspecting or knowing (Yar & Steinmetz, 2019). The platforms such as tort project, which was initially designed to help government agencies as well as activists to conduct their activities without being noticed, are also being used by criminals to hide their true identity and locations. This is making it very difficult for law enforcement agents to catch cyber criminals and make them pay for their crimes (Goodman, 2015).
A very serious problem that is facing society today as discussed in chapter 12 is the dark Web or Darknet. According to Mark Goodman (2015), the dark web contains a lot of information and activities more than the surface web that most of the people on earth have access to. It is in the dark web or underground web that illegal activities such as smuggling of narcotics, selling of firearms and illegal businesses such as exchange of stolen credit cards and stolen account login happen. However, it is not easy to access information in the dark Web because only a few people who have the knowledge on how to get passports to such information can do so (Chertoff & Simon, 2015). The underground net, also known as the dark web, is used by criminals to conduct the activities without fear of being caught by government agents or law enforcement agencies such as the FBI, the Interpol or the police. With the existence of the dark Web, the security of people's data online is threatened (Chertoff & Simon, 2015). People's identities can be easily uncovered through hacking and private information such as bank accounts and social security numbers as well as credit card numbers can be easily accessed through hacking and this information can be sold to criminals such as terrorists to cause serious harm to the society.
Even worse for society is the existence and possibilities presented by the internet of things. Even though the internet of things will bring a lot of conveniences, the fact remains that it still poses a great threat to people because even criminals can manipulate the system and compromise them leading to disastrous outcomes (Yar & Steinmetz, 2019). Imagine in a situation where all cars on high-speed highways are controlled by computers and computer chips which can be hacked into by criminals to cause sudden stops of the engines of the cars leading to multiple crashes that can lead to deaths within a blink of an eye. As Saini, Rao & Panda (2012) observed, the possibilities provided by the internet of things in future is even more serious and unimaginable and therefore poses a great danger to the society through cyber-crime.
Therefore, in a nutshell, the most serious issues facing society today is the insecurity presented by the digital life of people. The digital devices we are using, ranging from laptops, smartphones, Smart TVs, as well as desktop computers can be hacked by criminals to steal information regarding us and people close to us and this information can be used to lodge attacks against us. The critical infrastructure that we use today depend on computer programs and when hacked, can cause massive deaths and damage as well as destruction of property (Goodman, 2015). People can lose all they have worked for over many years through cybercrime such as hacking and identity theft.
Therefore, the most pervasive crime of the future, will be online crime which will encompass all activities such as identity theft, hacking into people’s bank accounts and even smuggling narcotics in the dark web, just to name a few. Cyber terrorism is also likely to experience an alarming growth because more and more ways of perpetrating crimes anonymously are being innovated every day. With the coming of the internet of things, terrorists are likely to concentrate more on digital attacks of critical infrastructure and this can lead to catastrophic and disastrous outcomes. This is the trend that I believe faces the society in future.
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